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CLR-258-0319

Technically speaking  
our language

Small classes, hands-on learning and 
tuition you can handle. Learn more 
at bismarckstate.edu.
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On-Farm & Off-Farm 
Custom Slaughtering

We are here for all your slaughter needs

Call us to reserve your 
slaughter spot today! 713 Hwy 49 N, Beulah, ND713 Hwy 49 N, Beulah, ND

873-2566873-2566

Formerly 2K Meats 
 Same People, New Name

As the nation struggles with 
a shortage in healthcare work-
ers, Bismarck State College is 
not only graduating work-ready 
nurses, medical lab techs, sur-
gical techs and paramedics, the 
college is expanding to create 
more opportunities for people to 
enter this growing fi eld. 

 
Statistics

In 2018, the healthcare indus-
try reported the largest number 
of job openings 

From 2016-26, North Dakota 
will see a nearly 20 percent in-
crease in healthcare jobs 

North Dakota currently has 
1,938  healthcare-related job 
openings  

Graduates from BSC Health 
Science programs routinely 
achieve pass rates of 96 to 100% 
in national exams for nursing, 
surgical technology, medical lab 
technician and paramedics

In order to meet demand in 
this fi eld, BSC is in the midst of a 
two major initiatives. 

Health careers get the
full treatment at BSC

 
Moving Health Sciences 

programs moving
to main campus

BSC Health Sciences will be 
moving to the main campus this 
summer, allowing the programs 
to grow by creating a permanent 
home as the lease will soon end 
on the programs’ current down-
town training facility.

The new space will accommo-
date more students, and off er 
state-of-the-art-technology and 
the equipment to prepare for the 
healthcare jobs of the future. A 
virtual hospital will be created 
in the facility to allow innova-
tion and collaboration between 
the programs, providing more 
training opportunities in Nurs-
ing, Surgical Technology, EMT/
Paramedic Technology, Medi-
cal Lab Technician and Certifi ed 
Nursing Assistant programs.  

 
Bringing training

to your community
BSC recently purchased a rov-

ing simulation lab for their stu-
dents training to be nurses at the 
college’s satellite sites in Hazen, 
Harvey, Ashley, Garrison and, 
starting next fall, Hettinger. 

In the past, those students had 
to travel to Bismarck to train with 
the simulations. Annie Paulson, 
director of BSC’s nursing pro-
gram, says this will ensure stu-
dents at the BSC satellite sites 
are receiving the same quality 
of education as the students in 
Bismarck, as well as help recruit 
nurses in rural areas where there 
are often shortages.

“The healthcare industry has 
huge demand for workforce right 
now, and employment projec-
tions show that demand will con-
tinue to grow,” said Dr. Larry C. 
Skogen, BSC president. “We are 
poised and ready to meet this 
ever-growing need” 

For more information on BSC’s 
Health Sciences programs visit, 
bismarckstate.edu. 

Burnsville, MN – March 6, 
2019 – Better Business Bureau 
of Minnesota and North Dakota 
(BBB) has compiled a list of the 
Top Ten Scams of 2018 that were 
reported to BBB’s Scam Tracker. 
Online purchasing scams had 
the most reports out of the more 
than 900 reports fi led last year 
in Minnesota and North Dakota, 
followed by phishing and em-
ployment scams. Employment 
scams topped off  the list of the 
more than 50,000 scam reports 
published in the United States 
and Canada.

Most of the online purchasing 
scams involved a buyer ordering 
and paying for an item and never 
receiving it. These items include 
automobiles, pets, tickets, cloth-
ing, and cosmetics. The items are 
often found for sale on sites such 
as Craigslist, eBay, Facebook, 
and other direct seller-to-buyer 
sites. Online purchasing scams 
came in at number two in 2017.

Top Ten Scams of 2018
in Minnesota/North Dakota :
Online Purchases
Phishing
Employment Scams
Credit Card Scams
Social Security and Tax/IRS Col-

lection Schemes 

BBB of Minnesota and North
Dakota Names Top Scams of 2018

Tech Support Scams
Debt Collection Scams
Fake Check/Money Order Scams
Counterfeit Product Scams
Fake Invoices
Top Ten Scams of 2018 in the 

United States/Canada:
Employment Scams
Online Purchases
Fake Checks/Money Orders
Home Improvement Scams
Advanced Fee Loan 
Romance Scams
Tech Support Scams
Investment Scams
Travel/Vacation Scams
Government Grant Scams
BBB Scam Tracker was 

launched in North America in 
2015. Since that time, it has re-
ceived nearly 150,000 reports of 
suspect off ers, fraud or attempt-
ed fraud. BBB staff ers review all 
submissions to the site in order 
to watch for patterns of a prob-
lem and ensure the submissions 
are authentic. Reports that in-
volve legitimate businesses are 
converted to complaints. Scam 
Tracker also gives people the 
ability to see where scams are 
occurring locally and nationally 
and allows them to search for 
fraudulent activity by keyword or 
within geographic regions. 

Even if consumers or busi-

ness owners don’t fall victim to 
schemes they’re confronted with, 
they’re encouraged to fi le a report 
through BBB Scam Tracker. Data 
collected through these reports 
is compiled and shared with law 
enforcement who, with enough 
information, may be able to take 
steps to shut down fraudulent 
websites and illicit operations.  

For the full report, go to BBB.
org/RiskReport 

To report a scam, go to BBB.
org/ScamTracker 

To learn more about diff er-
ent scam types, go to BBB.org/
ScamTips

Media Contact:  Bess Ellens-
on, Communications Director

651-695-2463 / bess.ellens-
on@thefi rstbbb.org

 With more than 7,200 region-
ally Accredited Businesses, BBB 
of Minnesota and North Dakota 
is a not-for-profi t organization. 
The mission of BBB is to pro-
mote, through self-regulation, 
the highest standards of business 
ethics and conduct, and to instill 
public confi dence in responsible 
businesses through programs of 
education and action that inform, 
protect and assist the public. 
Contact the BBB at bbb.org or 
651-699-1111, toll-free at 1-800-
646-6222.

Cybercrime is a worldwide cri-
sis. Identity theft, data breaches 
and credit card hacking aff ect all 
of us – personally and profes-
sionally. The cost of cybercrime 
damage is expected to hit $6 tril-
lion annually by 2021. 

As the problem grows, so too 
does the workforce need. More 
than 1.5 million unfi lled cyber-
security positions will exist by 
2020 – thousands in North Da-
kota alone. From a power plant 
in Beulah to a school district in 
Chicago to a bank in Fargo – cy-
bersecurity jobs are diverse and 
vital to the wellbeing of society.

BSC opens the door to a career 

BSC cybersecurity off erings 
meet global crisis and
urgent workforce need

in this exciting and lucrative fi eld. 
We off er certifi cate, two-year and 
a four year degrees in Cybersecu-
rity and Information Technology. 
And, as the higher education lead 
in North Dakota Governor Doug 
Burgum’s K-20W cyber initia-
tive, our partnerships across the 
state and nation, create guar-
anteed paths to a secure future. 
Learn more about BSC’s cyber 
and computer off erings at bis-
marckstate.edu/cyber. 

 BSC Cybersecurity partners
Palo Alto Networks. Midco. NISC 
and Great River Energy.

Mention this offer. Limit one offer per purchase.
Some exclusions apply. Expires April 30, 2019

20% Off
Any speciality item order

pens, mugs, banners

40% Off
Winter Stock

hoodies, jackets, hats, long sleeves

10% Off
embroidery on stadium chair

Free
digitizing on pocket logo

25% Off
New order
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877.684.2233  |  BetterState.com

Cybersecurity and identity theft are real. Protect your devices, your 
data, and yourself! Make sure that your devices are all up to date and have 
valid anti-virus software. Your passwords must be kept safe and changed 
frequently. Contact us if you suspect any suspicious activity.

DON’T SKIMP 
ON SECURITY.

By Suzanne Werre

Most folks are familiar with 
the adage “caveat emptor,” which 
means buyer beware.

Fewer are familiar with the 
“cave venditor” – seller beware.

Underwood’s Kellie and Leon 
Weisenburger recently became 
even more aware of how impor-
tant it is for the seller to beware, 
as they recently made a sale for 
a used direct drive for a boat on 
BisManOnline – even getting the 
$4000 price they asked for with-
out any haggling.

It was the “no haggling” that 
rang one cautionary bell to the 
Weisenburgers that made them 
question the validity of the off er.

“He didn’t dicker on price or 
anything,” he said. “Nobody does 
that.” 

They quickly received an email 
from “PayPal” that looked pret-
ty offi  cial – legitimate -- said 
Weisenburgers. But what it said 
seemed a little suspicious.

The email they received from 
“PayPal” said that PayPal had 
received the payment of $5000 
from “Mark Houts,” but that it 
would not be refl ected in the 
Weisenburgers’ account until af-
ter they sent $900 through the 
“Nearest WesternUnion store” 
to the transport company (to pay 
for shipping).

Them having to pay shipping 
on the item they were selling was 
just more proof that they were 
being scammed.

The seller should never be 
sending the buyer any money for 
shipping, noted Leon. 

The communication between 
the Weisenburgers and the “buy-
er” lasted about two days, with 
the buyer sending several texts. 

They received emails from 
“PayPal” . . . and the FBI.

After the Weisenburgers in-
formed the buyer they were re-
thinking the transaction, they got 
an e-mail ostensibly from the FBI 
indicating the feds were aware of 
the transaction, threatening to 
arrest them because they had not 
sent the $900.

The fact that the email was 
from the “Federal Bureau OFF 
Investigation,” added more 
evidence to their suspicion of a 
scam, and the fact that the email 
came from a gmail account only 
confi rmed their suspicion.

“First of all, the FBI isn’t go-
ing to threaten to arrest you over 
email,” said Kellie. “These people 
just try to put a little bit of fear 
into you. It’s just a big scam.”

“It’s probably a guy sitting on 
a beach doing all this stuff  from 
his laptop, just scamming $900 

Locals avoid internet scam
from people,” said Leon.

Kellie called PayPal directly af-
ter they got the fi rst email saying 
they had $5000 waiting for them 
in their account once they paid 
the $900 shipping, and she was 
told there was no pending $5000 
payment. 

“They said no, that’s not how 
we work,” said Kellie.

Again, they noted, the emails 

looked pretty legit, with a PayP-
al-type logo on the top and pretty 
convincing text. 

People need to be aware this 
type of thing is happening all 
over to all sorts of people – young 
and old, she said.

The Weisenburgers contacted 
BisMan to let them know about 
the scam attempt, and they 
were told it’s a known scam, and 
there’s nothing they can do about 
it. The bad thing is there’s really 
no way to track the scammers 
because most of the time the 
scammers are using a phone that 
they get rid of after they’ve made 
some money. 

“Usually it’s a throw-away 
phone and they’re doing a few 
transactions on it, and when 
they start getting some heat, the 
phone is gone,” said Leon.

During this, they also got 
an email, ostensibly from Bis-
ManOnline, warning them that 
their account had been hacked 
and that after they verify that 
they are the owners of the Bis-
Man account, they would send 
them a link which would allow 
them to change their password 
and install a “new Upgraded Se-
curity Link.”

It was just another part of the 
scam that could have given the 
scammer even more access to the 
Weisenburgers’ information.

The Weisenburgers contacted 
Detective Justin Krohmer with 
the McLean County Sheriff ’s De-
partment, and he reiterated Bis-
Man’s contention that there’s no 
way to track the scammer to fi nd 
out where he or she is.

The IP address that belongs to 
this scammer is from Uganda, 
but that’s all they know.

Kellie wants to warn people 
about the possibility of scams. 

BisManOnline and PayPal are 
well known and respectable busi-
nesses, and it would be easy for 

someone getting an email from 
them to believe it’s legitimate.

“Again, you just have to look at 
the email address and you know 
that it’s not right,” she said.

They caught the red fl ags, so 
they didn’t lose any money, but 
they want to remind people to 
beware. 

The email address is a sign, 
and an even more obvious sign is 
if someone asks the seller to send 
them money fi rst. 

“If you’ve got suspicions, ask 
someone,” said Leon. “Ask peo-
ple, ask questions. Ask some-
body for help or call and verify 
that that is their procedure. You 
should never have to send any 
money or pay a company to ship 
it – that should all be handled on 
the buyer’s end.”

The take-away from this ex-
perience – beware, and don’t be 
afraid to ask questions.

It’s probably a guy 
sitting on a beach 
doing all this stuff  

from his laptop, just 
scamming $900 from 
people.”

-Leon Weisenburger

Follow the verifi cation proce-
dures below and send us the re-
quirement so we can release the 
fund to your account.

Dear PayPal User,
Kellie Weisenburger
This is to inform you that 

we have received the payment 
of $5,000.00 USD from Mark 
Houts for the Merchandise 
bought from you and the funds 
will only refl ect in your account 
after all due measures have tak-
en place In order to complete 
this transaction, You will have to 
go to a Nearest Western Union 
store with $900.00 USD cash 
and send to the Transport Com-
pany out of your pocket before 
you can have access to the whole 
payment, We advice you to go 
to the nearest Walmart offi  ce in 
your area and get back to us with 
the Scanned Copy/Photograph 
of the Western Union Money 
Transfer transaction receipt or 
send us the REF # including the 
sender name, address, As soon 
as we have received this infor-
mation from you, we will credit 
a sum of $5,000.00 USD to your 
PayPal account.

Below are some frequently 
asked questions to help you un-
derstand fully.

Q 1. I am the seller, why do I 
have to send my money upfront 
to the shipper to get my money 
released?

Sending money upfront to the 
shipper by the sellers to get the 
funds released is a new proto-
col organized by PayPal security 
team to enhance fast,smooth and 
secured transaction. Because in 
last few years, we usually release 
the total funds to the sellers ac-
count and request them to send 
out the added fee to the ship-
ping company immediately, but 
we noticed most of the sellers 
will not send it instantly, some 
might take days and this usually 
delays the shipping processes. 
Some seller will even transfer the 

PayPal questions and answers
whole funds out and deactivate 
their PayPal account after they 
have gotten the whole money 
and disappear, we have no choice 
than to refund the buyer and this 
is becoming a great loss to our 
company so we created this pro-
tocol to help guard you & your 
buyer from losing money. So you 
are secured.

Q 2. Why did my buyer send 
the shipping fee to my payment 
and why can’t my buyer send the 
shipping fee to the shipper them-
selves?

The main reason we debited 
your buyer ‘s account with the 
shipping fee and didn’t let them 
send it to the shipper themselves 
is that, in PayPal rule and in a 
transaction like this, it is the 
sellers responsibility to send the 
shipping fee in their name to the 
shipping company so they can 
have the copy of the payment 
receipt for reference to show the 
shipper whenever they show up 
for the pickup. 

Q 3. Is there any assurance 
that I will be fully credited once 
I send the shipping fee out of my 
pocket?

Of-course yes, you are 100% 
guaranteed over this transaction 
and all mails are being monitored 
by the FBI so no need for you to 
panic you will be fully credited 
immediately. PayPal is all about 
secured payment. We are a trust-
ed company in the world. We 
understand how important secu-
rity and peace of mind are in the 
online business, so rest assured...

All you have to do is to reply 
back to this email with the west-
ern union money transfer details 
of the money sent for verifi ca-
tion. Once it has been verifi ed, 
you will receive a “CONFIRMA-
TION EMAIL” from PayPal® 
Service informing you that your 
account has been credited.

Thank you for being an asset to 
PayPal.
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Security
Garrison State Bank and 

Trust understands that your 
trust in us depends on how 
well we keep your personal, 
business and account infor-
mation secure.

Our Customer Information 
Security Policy is comprehen-
sive, proactive and designed to 
ensure that information about 
you is secure whether you bank 
with us at our main location, at 
our ATMs, or by telephone or In-
ternet.

We will continually update and 
improve our security standards 
to help protect against unauthor-
ized access to our confi dential 
information. We will maintain 
physical, electronic and proce-
dural safeguards that comply 
with federal standards to guard 
customers' information. 

Padlock Website
Security Padlock

In order to protect the infor-
mation being gathered, this site 
has security measures in place 
including fi rewalls, encryption, 
and authenticated access to in-
ternal databases where needed.

We provide Internet access to 
your banking accounts through 
highly secure, password-pro-
tected systems that are guarded 
by fi rewalls and monitoring sys-
tems. Your fi nancial information 
is protected by 128-bit encryp-
tion as it travels between our 
servers and your computer.

Look for security certifi cates, 
locked padlock symbols and the 
https: designation as indications 
of our commitment to your on-
line security.

Multi-factor Authentication 
and Layered Security

When you bank online, you'll 
notice some new processes hav-
ing to do with how you iden-
tify yourself and gain access to 
your accounts over the Internet. 
These processes are designed to 
make you safer than ever before 
from identity theft.

Today's authentication meth-
ods--used to confi rm that it is 
you, and not someone who has 
stolen your identity--involve one 
or more basic factors:

• Something the user knows 
(password or PIN) 

• Something the user has (ATM 
card or similar item) 

• Something the user is (bio-
metric characteristic, such as a 
fi ngerprint) 

Single-factor authentication 
uses one of these methods; muti-
factor authentication uses more 
than one, and thus is consid-
ered to be a more reliable and 
stronger fraud deterrent. When 
you use your ATM, you are us-
ing muti-factor authentication: 
Factor number one is something 
you have, your ATM card; factor 
number two is something you 
know, your PIN.

Garrison State Bank and 
Trust's goal is to ensure that the 
level of authentication used in 
a particular transaction is ap-
propriate to the level of risk in 
that application. Accordingly, we 
have concluded an assessment of 
our current methods following 
federal regulatory guidelines and 
will be implementing the appro-
priate authentication measures 
to keep your online transactions 
safe and secure.

In addition to single and 
multi-factor authentication, we 
may also rely on layers of control 
to assure your Internet safety. 
These might include:

• Additional controls, such as 
call-back verifi cation 

• Employing customer verifi ca-
tion procedures, especially when 
opening accounts 

• Analyzing banking transac-
tions to identify suspicious pat-
terns 

• Establishing dollar limits that 
require manual intervention to 
exceed a preset limit. 

One of our top priorities is to 
assure your safety and security 
when conducting online fi nancial 
business.

 Customer Awareness
Understanding the risks is a 

critical step in protecting your-
self online. Here are some threats 
to watch for:

Phishing --Lures you to a 
fake website (one that looks like 
a trusted fi nancial institution) 
and tricks you into providing 
personal information, such as ac-
count numbers and passwords. 

Pharming --Similar to phish-
ing, pharming seeks to obtain 
personal information by direct-
ing you to a copycat website 
where your information is stolen, 
usually from a legitimate-looking 
form.

Malware --Short for mali-
cious software, often included in 
spam e-mails, this can take con-
trol of your computer without 
your knowledge and forward to 
fraudsters your personal infor-
mation such as IDs, passwords, 
account numbers and PINs.

Garrison State Bank and 
Trust has you covered

Here are a few tips for protecting yourself online:
• Never share your access codes with anyone.
• Change your access codes on a regular basis. If you think your access codes have been compromised, 

change them and contact us immediately
• Use only the secure message service provided within NetTeller Online Banking when sending or 

requesting account information.
• Consider using a personal fi rewall to prevent hackers from invading your personal computer, 

especially if you are using DSL or a cable modem to access the Internet.
• Install virus protection software and scan all downloaded software. Also, delete e-mails with 

attachments from unknown sources.
• When you are done with your transactions, always click on the Logoff  button on the 

website to exit the application and prevent further access to your account.

Your money security is our top priority.Your money security is our top priority.

Ransomware is a form of malware (malicious software) that takes 
over a computer. Ransomware can lock down all operations on a 
computer and deny users access to their data.

Computer users cannot reverse this lock down without the help of 
the hacker, who usually requires a ransom in return for a decryption 
key. The costs can range from a few hundred dollars to thousands, say 
IT experts. The U.S. Department of Education has warned that hackers 
are employing ransomware as they target schools with insuffi  cient 
security.

According to the Federal Bureau of Investigation, schools are 
particularly vulnerable because their security is not always up to 
par and they have information that's of value to hackers, including 
students' personal information.

According to McAfee, more than four million ransomware variants 
have been detected online, a 270 percent increase since 2013, and 
ransomware is expected to be a continuing and signifi cant problem 
for schools

Did you know?
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We off er custom fertilizer application!  

We have 2 fertilizer spreaders (and off er variable 

rate technology) to ensure the job gets done quickly!  

The size of our plant helps us buy fertilizer 

to keep prices competitive!

BEULAH & HALLIDAY
Your Local Area Source For Feed Supplements, Seed, Fertilizer & More!

Complete line of cattle, equine, swine, goat and poultry feeds & minerals.

Authorized Dealer
We Deliver!

CENEXCENEX  
AGRONOMY AGRONOMY 

CENTER!CENTER!
Locations in 

Beulah & Halliday

We Have What You Need To Grow!
• Bulk Dry Fertilizer

• Anhydrous Ammonia
• Custom Fertilizer Application

• Bulk & Packaged Chemical
• Liquid Fertilizer
• Crop Scouting

CENEX 1600 Hwy 49 N, Beulah • 873-4363
211 E Main St, Halliday • 938-4716

Farmers time is valuable and we value that in our company!  Farmers time is valuable and we value that in our company!  
You can call ahead and we will work with you to have your fertilizer ready to load when you arrive!You can call ahead and we will work with you to have your fertilizer ready to load when you arrive!

Fertilizer Plant 873-5999
Tim Loen, Agronomy Manager 891-1867

Ron Berg, Salesman 880-2014

Dyllon Schnaible, Salesman 873-7730

Both locations 
offer fertilizer 

blending capability 
and NH3 nurse 

tank  lling
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LIVE YOUR BEST INTERNET LIFE.

How to Protect Yourself from Online Scams

Get More Protection with Tech Home

Be alert. Know that anything you do online has the potential for danger. That includes many actions that seem innocuous, like clicking a link in an 
email you think was sent from a friend, providing personal information on what looks like a legitimate retailer’s site, or opening login details to a 
friendly person who calls you to talk about a software upgrade.

Trust your gut. If anything looks, sounds, or feels suspicious, take a step back and think before you act. For example, if you get a Facebook invitation 
from someone you’re already friends with, check with them through another channel (such as text message or email) on whether or not it’s a legiti-
mate request. If someone calls from a company you’ve never heard of to “x” your perfectly functioning computer, hang up.

Ignore random notifi cations. Flashing notications saying your computer has a virus and you need to download software immediately to fi x it can 
be alarming. But that’s exactly how they’re designed. Don’t trust pop-ups or other notications from unknown sources. If you’re genuinely concerned 
there’s a problem with your computer, run a virus scan or take it to a professional who can help.

Protect your personal data. Be very wary about any requests for personal information such as your Social Security number, mother’s maiden name, 
or passwords. Practice cyber-hygiene. Just as you brush your teeth, get a good night’s sleep, and exercise to stay healthy, you need to perform cer-
tain tasks to ensure your online health is maintained. They include always using strong passwords and keeping them secret, installing and updating 
security software, backing up content, and not using Wi-Fi in public places for sensitive transactions (such as banking).

Secure your social media. All social media applications have security and privacy settings you can adjust. For example, Facebook asks for your 
email address and phone number, but it’s optional. Sure, it might be a little harder for friends to get in touch with you if you don’t provide these 
items, but remember that anything that makes you more accessible to friends also makes you more accessible to scammers.

Tech Home Protect Plus Support is technology made easy - a variety of managed solu-
tions available from RTC to handle your Internet Security and data storage. They in-
clude:
 • SecureIT Plus - Provides real-time protection against viruses, ransomware, and 
a host of other common threats.
 • FileHopper Plus - Lets you back up your most important fi les and photos with 
250 GB of backup space.
 • Password Genie  - Stores your passwords in one secure location and can gen-
erate strong passwords for you.
 • Identi-Fi - Enables you to identify where you have a low Wi-Fi signal and know 
who and what devices are connected to your network.

You can enjoy the peace of mind of having some of the 
Tech Home services for as little as $5.95\mo. If you sign up 
for RTC’s Ultimate Whole Home Wi-Fi Package, it includes 
the entire Tech Home Protect Plus Support package at no 
additional charge.

 
To learn more, visit 
www.RTC.coop/wifi 
or call 888.862.3115
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With so much hacking going 
on, it may feel like it’s only a mat-
ter of time before you become a 
victim. Fortunately, you can of-
ten outsmart the hackers by fol-
lowing these tips: 

Follow Up After Attacks
If a service you use is hacked, 

the fi rst thing you should do is 
change your password. If you 
use the same password on other 
accounts, change them as well. 
Then, check the account to see 
if anything looks amiss. If it 
does, contact the service to see 
how they can help; depending 
on the type of service, you may 
also want to shut it down. Check 
your fi nancial statements and 

RTC wants to help you protect yourself from hackers
Follow these tips to reduce your odds of becoming a victim
credit report carefully to ensure 
your private information hasn’t 
been used to break into other ac-
counts. 

Use Good
Password Hygiene

When creating new passwords, 
use a diff erent one for each ser-
vice. Be especially careful not to 
use the same passwords for bank 
accounts, email, and eCommerce 
accounts. Change your pass-
words at least once a year, on a 
date that’s easy to remember, 
such as January 1. Consider us-
ing an online password service 
like LastPass or Dashlane to con-
veniently and safely track pass-
words. 

Freeze Your Credit
If you’re the victim of more 

than one breach, you might want 
to freeze your credit, which in-
volves disallowing anyone from 
viewing your credit reports, mak-
ing it more diffi  cult for anyone to 
open an account in your name. 
To learn more, visit the Federal 
Trade Commission section on 
the topic at consumer.FTC.gov/
articles/0497-credit-freeze-faqs. 

Log In the Right Way
More companies are now using 

two-factor authentication, which 
requires you to use a secondary 
password if you log in from an 
unrecognized device. If you have 

the option to use two-factor au-
thentication on a service, do so. 
In addition, always check for the 
padlock icon next to the URL to 
ensure the services you use are 
secure. 

Protect Your
Computer Network

Set your computer to update 
your operating system automati-
cally, which prevents hackers 
from taking advantage of vulner-
abilities in outdated programs. 
Likewise, make sure your anti-vi-
rus and anti-malware programs 
are always up to date. When 
setting up Wi-Fi in your home, 
be sure to protect it with an en-

crypted password and update 
your hardware every few years. 

 Don’t Forget
About Your Phone

Remember that your phone is 
a computer too, and hackers can 
get a lot of personal information 
from it. Phones are easily lost or 
stolen, so if yours has a way to be 
locked, use it! Develop a numeric 
code with the highest number of 
digits allowed (four is great, six 
is even better) or use the fi nger-
print sensor if your phone is so 
equipped. 

Remember, hackers can’t use 
what they can’t see, so keep your 
data behind closed (cyber) doors. 

By Francisca Afua
Opoku-Boateng 

MADISON, S.D. – Information 
is power, and cybersecurity is all 
about protecting that informa-
tion to make it as secure as pos-
sible. This is important whether 
you live in the United States or in 
any country around the world.  

Ghana, my home country in 
West Africa, is not immune to cy-
ber risks and attacks. Electronic 
payments and commerce fraud, 
“sakawa” or internet fraud, 
ransomware, insider threats 
and identity theft, social media 
abuse, social engineering, web 
defacement and ATM fraud are 
top cybersecurity issues.  

Plus, Ghanaian news and me-
dia outlets have reported that cy-
bercriminals are getting smarter 
by the day, sharpening their 
skills and discovering innovative 
ways to gain access to networks 
and data of businesses such as 
fi nancial institutions. A report 
released by a Kenyan-based IT 
fi rm, Serianu Ltd., revealed how 
the Ghanaian economy lost a to-
tal of U.S. $50 million to cyber-
crime in 2016.  

Ghana is taking baby steps 
with cybersecurity. For example, 
in Ghana there was no proven 
system for monitoring cyber-
security developments, and the 
International Telecommunica-
tion Union of the United Na-
tions observed the absence in the 
country of a national governance 
roadmap for cybersecurity, al-
though Ghana had a drafted na-
tional cybersecurity policy. That 
policy seeks to address the lack 
of awareness of risks that users 
and businesses face when doing 
business in cyberspace.

Leaders have recognized the 
need to develop a technology 
framework for combating cyber-
attacks. So, Ghana’s vice presi-
dent recently launched the 2018 
National Cybersecurity Aware-
ness Program, which calls for the 
intensifi cation and harmoniza-
tion of eff orts to fi ght cybercrime 
and control or limit the increas-
ing danger.  

Institutions such as the Bank 
of Ghana are putting measures 
in place to fi ght cybercrime, part 
of the government’s push to beef 
up security and protect the coun-
try’s business institutions from 
cyberattacks.  

Combating cyber threats in the 
U.S.

As Prairie Business readers 

Worldwide cooperation needed
to improve cybersecurity

know, attacks are happening in 
the United States as well. A re-
cent example is the massive Mar-
riott data breach, which exposed 
personal information of about 
400 million guests.  

Schools and hospitals are po-
tential victims of cyber attacks, 
and fi nancial institutions run 
into losses by means of coun-
terfeiting and fraudulent money 
transfer.  

To improve cybersecurity in 
this country, the U.S. Interna-
tional Strategy for Cyberspace 
has been offi  cially recognized. 
National governance roadmaps 
for cybersecurity are provided 
by the National Institute of Stan-
dards and Technology. The Na-
tional Checklist Program for IT 
Products, as spelled out by the 
NIST Special Publication 800-
70, serves as the U.S. govern-
ment's repository of publicly 
available security benchmarks. 
It off ers detailed, low-level guid-
ance on setting the security con-
fi guration of operating systems 
and applications used by various 
businesses.

Proactive eff orts will help glob-
al CS  

One must be living under a 
rock not to be struck by a sense 
of urgency and action in regard 
to CS, so I believe readiness 
should be premeditated and not 
an afterthought. With proactive 
policies, businesses and organi-
zations can react when they are 
– not if they are – compromised.

To quote Kevin Streff , founder 
of SBS CyberSecurity and profes-
sor of information assurance at 
Dakota State University, when 
it comes to CS awareness and 
mitigation, businesses around 
the world need to stop kicking 
the can. They need to stop put-
ting off  cyber risk mitigation and 

establish best practices such as 
compliance to Payment Card In-
dustry Data Security Standard 
guidelines and requirements.  

This is true in the U.S., in Gha-
na, and in every other country 
around the world.

Cybersecurity professionals 
can be proactive on a person-
al level as well, taking it upon 
themselves to fi nd out what’s go-
ing on outside their own country. 
They can do this by attending CS 
conferences to learn about best 
practices around the world.   

As a future cybersecurity pro-
fessional, I want to be part of the 
solution, so I am working to gain 
a comprehensive knowledge and 
understanding of the latest tech-
niques in specialized informa-
tion systems and cyber defense.  

I can share this with my col-
leagues here or in Ghana, act-
ing as a bridge of knowledge ex-
change.  

My ultimate goal is to become 
a digital forensic or security ex-
pert/researcher working in a 
federal organization so that I 
may give back to society, helping 
citizens of all countries use tech-
nology to the best of their ability.  

Francisca Afua Opoku-
Boateng was born and raised in 
Ghana and completed her bache-
lor’s degree in information tech-
nology at Valley View University 
there. She also has a master’s 
degree in computer science and 
information systems from the 
University of Michigan.  

She  is  a doctoral student at 
Dakota State University in Madi-
son, S.D., working toward a de-
gree in information systems with 
a specialization in cyber defense. 
She is expected to graduate in 
2022.

We often put off  doing our 
taxes until the last minute. But 
there’s one very good reason to 
fi le well before April 15 – it’s your 
best defense against tax-related 
identity theft.

Tax ID scams usually work like 
this: Someone who has obtained 
personal information such as 
your Social Security number and 
date of birth fi les a tax return in 
your name. They do so as early 
as possible, because the scam re-
lies on the phony return getting 
to the Internal Revenue Service 
ahead of the real one. By the time 
you fi le, the scammer may have 
already gotten a refund, and you 
won’t know you’ve been victim-
ized until you get word from the 
IRS that it already has received 
your return.

Your tax data can be stolen in 
a number of ways: theft of mail 
or tax returns, phishing emails 
from impostors, or hacks of tax 
fi rms and employers’ personnel 
records. Some tax scammers fi le 
in the name of deceased taxpay-
ers, or steal children’s identities 
to claim them as dependents.

A joint crackdown by the IRS, 
state tax agencies and the tax-

It’s tax time, avoid 
being scammed

preparation industry appears 
to be bearing fruit, with the IRS 
recording big declines since 
2015 in the number of reported 
and confi rmed cases of phony 
returns. But the fraudsters are 
fi ghting back, developing new 
ways to use your tax info to en-
rich themselves.

As with identity theft scams 
generally, it pays to be proactive 
in safeguarding personal data. 
But if you are victimized by tax 
ID fraud, call the IRS Identity 
Protection Specialized Unit at 
800-908-4490 and notify your 
state tax agency.

For information about other 
scams, sign up for the Fraud 
Watch Network at  www.aarp.
org/fraudwatchnetwork. You’ll 
receive free email alerts with 
tips and resources to help you 
spot and avoid identity theft and 
fraud.

Web browsing is customized for many users. Location-based services 
and targeted advertising is based on users’ browsing history and other 
data collected and stored through cookies and third-party resources. 

Consumers who are concerned about privacy or just want to have a 
better handle on what information they are presented have options. 
In addition to adjusting their browser history and cookie settings, 
individuals can rely on the Digital Advertising Alliance Self-Regulatory 
Program.

The DAA establishes and enforces responsible privacy practices 
across the industry for relevant digital advertising. The DAA off ers 
consumers more transparency and control. Interested parties can 
visit http://optout.aboutads.info/#/ and customize their browsing ad 
experiences - helping to increase or limit ads from certain sources. 

Did you know?
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We Offer Cyber Security Insurance
for Small Businesses and  

Identity Theft Protection for individuals 
in event of security breach.

By Daniel Arens

North Dakota recently saw one 
of its residents receive the fi rst 
graduate cybersecurity creden-
tial in the state.

Ben Bernard, a computer ser-
vice specialist and landscape 
architecture instructor at North 
Dakota State University, com-
pleted his graduate course in cy-
bersecurity this fall at the school 
where he teaches.

“How do you fi gure out if you 
could do something?” Bernard 
said. “Well, you take one class 
and see how it works out, and go 
from there.”

Bernard, who was born and 
spent part of his childhood in 
Riverdale, said he has always 
been interested in computer 
information systems. But the 
ever-expanding fi eld of cyberse-
curity, and the need to protect 
businesses and individuals from 
the threat of hackers, opened a 
whole new world of possibility 
for him.

“I feel every IT [information 
technician] needs more security 
awareness, because of the evolv-
ing threat,” he said.

Bernard's biggest passion, 
however, is in spreading the 
knowledge and enthusiasm he 
has for this fi eld to other stu-
dents. He developed a learn-
ing tool for students studying 
windows cybersecurity, and has 
been active in NDSU's Cyberse-
curity Student Association

 When Ben heard about the 
cybersecurity certifi cate, he got 
really excited,  said NDSU as-
sistant professor Jeremy Straub, 
who leads up NDSU's cyberse-
curity curriculum development 
eff orts.  While in the program, 
Ben has been its leading ambas-
sador. There are people all over 
the campus and state that know 

Riverdale native passionate 
about cybersecurity

about the certifi cate program be-
cause of Ben. 

Bernard received his bach-
elor's degree at Valley City State 
University in the late 1990s. He 
said people came to him looking 
for help with computer issues, 
which inspired him to pursue 
computer science and program-
ming as a major.

After getting involved with 
NDSU, Bernard was quick to 
jump at the opportunity the cy-
bersecurity credential provided 
to expand his knowledge and 
skills. He said one of the things 
that stands out to him most is 
the need to continue to update 
those knowledge and skills, and 
be ready for the unexpected.

“It's really important to learn 
how to learn, cause the job you 
end up holding might not exist 
right now,” Bernarnd said.

Bernard explained that there 
are certain courses related to 
diff erent aspects of the cyberse-
curity fi eld. He took classes on 
ethical hacking, forensics, win-
dows security and cyber-physical 
system cybersecurity to earn his 
certifi cate.

Bernard had the opportunity 
to learn more about forensics, a 
fi eld that fascinated him, from 
guest lecturers. He said that, be-
side what he learned about cy-
bersecurity, this information has 
also helped him better address 
the regular day-by-day issues he 
encounters working as an IT.

There were other classes that 
caught his enthusiasm as well.

“A really amazing class was 
what we called certifi ed ethical 
hacking,”Bernard said. As the 
name implies, this course teach-
es students how to do hacking 
and penetrate secure systems. 
By learning how hackers operate, 
they are better equipped to help 
businesses address weak points 
in their own security.

Bernard isn't sure where the 
road he has now embarked on 
will ultimately lead. For the time, 
however, working with students 
is his passion.

“Tentatively, I'm really in-
terested in cybersecurity 
education,”he said. “There's so 
many opportunities, so not quite 
sure what the future would hold.”

Bernard hopes to develop his 
own skills and help lead others to 
better assist the needs and con-
cerns of a changing world.

“It's heartbreaking when you 
hear stories about people taken 
with a robo call or a spam,”he 
said. “The bad guys get better, 
and so you have to stay on top of 
your game.

Bernard lived in Riverdale un-
til he was 6 years old. His father 
was the manager at the Garrison 
Dam National Fish Hatchery at 
the time, and the family actually 
lived beneath the dam itself.

“I remember having a con-
test with my mom on who 
would be the fi rst to reach that 
checkered red and white water 
tower,”Bernard recalled. “I miss 
that beautiful water valley.

He added he still tried to get 
back that way every now and 
again when he's in the area.

“I love North Dakota, I'm rais-
ing two kids here,”he said. “I'd 
love to see where I would contin-
ue to stay in the state and put my 
skills to work for the state.

It's really impor-
tant to learn how 
to learn, cause the 

job you end up hold-
ing might not exist right 
now.”

- Ben Bernard

Student cyber 
security precautions

Thanks to advancements in 
technology, students and edu-
cators are increasingly turning 
to birth, tablets and computers 
when working on daily assign-
ments and classroom activities. 
Students rely on the internet for 
research and keeping in touch 
with teachers and other students, 
and work is even assigned and 
completed via digital platforms.

Despite the upside of technol-
ogy, cyber crime is a potential 
pitfall of all that time spent on-
line. The internet provides in-
stant access, and that can put 
students at risk.

According to Verizon's 2016 
Data Breach Investigations Re-
port, the education sector ranked 
sixth in the United States for the 
total number of reported "secu-
rity incidents." Schools are data-
rich, meaning they give hackers 
access to information like iden-
tifi cation numbers, birthdates, 
email addresses, fi nancial data, 
medical records, and more.

Students must understand 
cyber security risks when work-
ing and sharing data online. The 
following are some tips students 
can follow.

• Protect passwords. Stu-
dents are urged to keep their 
passwords to themselves. This 
prevents others from using ac-
counts maliciously or even in 
seemingly harmless ways that 
can put you in trouble, such as 
searching for inappropriate con-
tent in school. Choose complicat-
ed passwords that can't be easily 
guessed, and opt for two-step au-
thentication whenever off ered.

• Use secured WiFi net-
works. Free or open WiFi con-
nections are not encrypted, 
meaning they can be accessed 
by anyone. Many cyber crimi-

nals gain access to information 
through these channels. Schools 
should have encrypted systems 
in place.

• Limit what you share 
on the internet. Students are 
urged to be aware of what they 
share online. According to Data-
Management, a computing ser-
vice, information posted to social 
media is permanent, and deleted 
items aren't necessarily gone. 
Exercise caution on social media. 
Don't post unless it is something 
you would be comfortable shar-
ing in public.

• Watch out for phishing 
scams. Phishing usually occurs 
through fraudulent email mes-
sages that mimic the look of rep-
utable solicitations. Scammers 
rely on these tactics to tempt 
people to click on links or down-
load attachments that can put 
malware on a device and steal 
personal data. Exercise caution 
with all links and downloads.

• Schedule routine back-
ups. Data can be lost if a device 
crashes, so routinely back up 
personal devices and home com-
puters. Backups can be stored 
on external hard drives or with 
cloud services.

• Exercise caution when 
fi lesharing. UC Santa Cruz's 
information technology services 
says viruses and malware can be 
transmitted by fi lesharing soft-
ware, and fi les off ered by others 
may not be what they say they 
are. Only used school-approved 
fi lesharing options.

Cyber security is something 
students should prioritize this 
school year. The right secu-
rity measures can protect stu-
dents, their classmates and their 
schools.
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HOW TO AVOID 
  IDENTITY THEFTIDENTITY THEFT

. Don’t carry your social security 
number on any documents in your wallet.

. Lock your mailbox. Be sure to 
stop mail when you’re out of town.

. Shred your documents with a shredder.

. Be careful what you say about yourself 
in public and on a cell phone

. Protect your computer with a 
firewall and anti-virus software.

. Don’t give any personal information 
over the phone, mail or internet 
to strangers.

. Avoid using passwords or personal 
ID Numbers that someone could 
easily guess.

. Limit the number of credit cards 
and personal information you carry in 
case your wallet or purse is stolen.

Protect your smartphone 
from being hacked

For many smartphone users, 
their smartphones are never too 
far out of reach. It is a refl ection 
of the role these devices now play 
in everyday life as well as the 
amount of sensitive information 
contained within them.

The treasure trove of personal 
information, including banking 
info, personal emails and private 
photos, that smartphones contain 
makes them tempting targets for 
skilled cyber criminals. Though 
phones come with built-in secu-
rity features, savvy smartphone 
users recognize the importance 
of going beyond such features to 
protect their devices from hack-
ers.

• Update your operating 
system. It can be a nuisance to 
update a phone's operating sys-
tem. In fact, many a smartphone 
user has bemoaned an OS update, 
feeling the updates changed the 
look and performance of apps 
they had grown accustomed to. 
However, updated operating 
systems are off ered for various 
reasons, one of which is to guard 
against glitches or bugs in old op-
erating systems that might have 
made phones more vulnerable 
to hackers. When prompted to 
update a smartphone's operating 
system, do so right away.

• Avoid public WiFi. Hack-
ers target victims in many ways, 
including through public WiFi 
hotspots. Smartphone users who 
don't have unlimited data plans 
may be tempted to use public 
WiFi when out and about. But do-
ing so makes users vulnerable to 
skilled hackers who are just wait-
ing to access unknowing users' 

personal information, including 
their fi nancial data. When leaving 
the house, turn off  the WiFi on 
your phone, only turning it back 
on when you need it and only if 
you can access a secure network.

• Accept two-factor authen-
tication. Two-factor authentica-
tion was designed so internet 
users would have another layer 
of protection against hackers. 
When attempting to sign into an 
account, whether it's email, so-
cial media, banking, or another 
login that requires a username 
and password, you may be asked 
if you want to enroll in two-factor 
authentication. This refers to the 
system in which users receive a 
temporary code via the messaging 
apps on their phones that only the 
users have access to. Some might 
say two-factor authentication is a 
nuisance, but receiving and typ-
ing in the short code will only 
take an extra few seconds and it's 
a great extra measure of protec-
tion against hackers.

• Only buy apps from your 
phone's offi  cial app store. 
When purchasing and download-
ing apps, only use offi  cial app 
stores such as the Apple Store 
or Google Play. Some hackers 
access phones via apps they of-
fer through websites that, on the 
surface, seem legitimate. How-
ever, such apps contain viruses 
and malware that make it easy 
for hackers to access phones once 
they've been installed.

Smartphone users must recog-
nize the importance of protecting 
their phones, and all the sensitive 
information their phones contain, 
from hackers.

Scammers are working 
hard to cheat you

Your local Beulah Police Department is working 
harder to be there for you and protect you!

You just need to call 873-5252 or 745-3333 
and assistance will be available to you

IRS Scam
This scam is solicited over the telephone and the caller 
claims to be a representative of the IRS.

The Arrest Scam
The caller will claim that they are someone from the police 
department and that you, the citizen, have an active arrest 
warrant. If the citizen were to send money to them, then 
their arrest warrant would be cleared.

The Bond Scam
The caller will claim that someone close to them, family 
member or friend, has been arrested and you have to post 
their bond or they are going to prison.

The Foreign Scam
When family members are out of the country this may 
result in scamming calls. The caller will state that your 
family member or friend is sick, lost their wallet or need 
money.

The Unknown Debt Scan
This call revolves around the fact you, “haven’t paid your 
bill.” However, the caller is saying that it will result in 
reporting it to the Credit Card Bureau and they will come 
arrest you.

How to protect yourself

media

computer asking for remote access – 
hang up – even if they mention Keep 
your personal details secure. 

secure. 

and methods. 

good to be true.



12  2019 Under lock and keyboard

www.westriv.com          Call Us @ 748-2211   •   24 Hour Tech Support To Help You! www.westriv.com          Call UUUUUUUUUUUUUUUUUUUUs @ 748-2

Double GIG  | Faster Fiber  |  Stream TV  |  Security

TECH TIPS
from WRT Technical Support

Authorized Retailer - Hazen O   ce

STREAM ON! 
Power your streaming device (Roku/Fires  ck) 

with the USB port on your TV. When you power o  /on 
your TV it will do the same for your streaming device. 

This also makes it easy to reboot the device if it is 
in a hard to reach to loca  on, such as a TV 

mounted on the wall.  ~ Jody 

USE MOUSE - TO RUN OR ASK
The 1st mouse had only one bu  on & got the 

“click” name from the noise it made when pressed. 
It has evolved to two bu  ons - the le   one & the right one. 

The easiest way to think of which one to use is: 
       LEFT CLICK will do a command (run a program), 

RIGHT CLICK  will ask a ques  on (usually a menu of op  ons). 
                             ~Riley

BANDWIDTH BANDITSJust because you aren’t using the device doesn’t mean its not doing anything. A lot of devices do updates when they are “sleeping” & use up  your bandwith depending on what they are doing.     ~ Aaron SIMPLE SEARCHES
Search right from the browser’s address bar when online, 

there is no need to go to google.com or bing.com. 

Just type your search into the address bar at the top of the screen 

and hit enter, it will take you to a search results page 
related to your ques  on. ~ Stephen

EASY ON THE EYES
If you are having problems with text being 

too small when reading a webpage, the keyboard 

shortcut  CTRL +CTRL + ENLARGES the text. 

If you accidently make the text to big, 

CTRL –CTRL – will SHRINK the text

 back down. ~ Josh

BE SAFE - BACKUP

     Always backup your most important  les and photos. 

Whether it is to an external hard drive,  ash drive, or a cloud-based 

service (such as Google Drive or Dropbox) can be the di  erence between   

catastrophe and minor inconvenience if something were to happen to 

your device. Having your important  les backed up to two di  erent

 loca  ons is even be  er, such as on a  ash drive and Google Drive.

                                  
~ Tyson

DON’T CLICK –
 If in doubt or ques  oning if an 

email, link, or a  achment is 

legit or safe – CALL WRT!
             ~  Stacy

RESTART
When your device (smartphone, laptop, tablet) is ac  ng up or not working right, restart the device.   

~Kelsey


